This paper offers a review of different types of Error Correction Scheme (ECS) used in communication systems in general, which is followed by a summary of the IEEE standard for Wireless Body Area Network (WBAN). The possible types of channels and network models for WBAN are presented that are crucial to the design and implementation of ECS. Following that, a literature review on the proposed ECSs for WBAN is conducted based on different aspects. One aspect of the review is to examine what type of parameters are considered during the research work. The second aspect of the review is to analyse how the reliability is measured and whether the research works consider the different types of reliability and delay requirement for different data types or not. The review indicates that the current literatures do not utilize the constraints that are faced by WBAN nodes during ECS design. Subsequently, we put forward future research challenges and opportunities on ECS design and the implementation for WBAN when considering computational complexity and the energy-constrained nature of nodes.
Introduction
Wireless body area networks (WBANs) is termed as a wireless network in and around the human body. This network combines the study of medical and communication technologies. WBAN has received increased attentions and it has been widely researched due to its possible use on medical and non-medical applications. WBAN is an essential process for many applications, such as medical sensing and control, health and wellness nursing, personal audio or video, wearable computing, location finding, and identification. As WBAN is around a human body, the communication distance between devices in WBAN cover only a short range, typically a few meters [1] [2] [3] [4] [5] .
WBANs come with opportunities as well as challenges. It is anticipated that wearable and implant sensors used in WBAN will facilitate advanced way for human wellbeing monitoring [6] . These opportunities come with various challenges. Firstly, power consumptions on implant and wearable sensors should be ultra-low to boost network's life, as these devices are battery operated and battery replacement is a complex medical procedure for certain conditions [1, 4] . Secondly, the network is required to handle various types of data, including medical and non-medical. The expected Quality of Service (QoS) and delay requirement for those data are different. In addition, the network should provide ways to handle different types of data and delay requirements for those data. Finally, the interference that is caused by the existence of other networks should be considered during WBAN implementation [7] .
The design and implementation of Error Correction Schemes (ECSs) in WBAN have numerous challenges. First, some nodes in WBAN are energetically and computationally constrained as the operation of node is performed by battery and battery replacement is a complex process. Second, the ECS used in the WBAN should be able to support different levels of reliability according to data (medical and non-medical data) and variable data rates.
The proper design and implementation of ECS on WBAN may lead to energy saving on the WBAN nodes as well as improving the reliability of the communication link in WBAN. The energy saving on WBAN nodes, such as implant and wearable nodes, are very important. The energy saving at energy-constrained node may lead to better quality of life as it helps to reduce the number of complex medical procedure. In addition, health and wellness monitoring of human can be enhanced significantly, as we would be able to improve the reliability of WBAN communication using ECS. Therefore, the proper understanding of ECS on WBAN will help to improve the reliability of communication links on WBAN and support different reliability for different sets of data. The motivation of this paper is to present the current scenarios of ECS on WBAN and future opportunities and challenges regarding ECS design and the implementation of WBAN.
In this paper, we provide a brief overview of ECS and WBAN, including IEEE standard, channel and network models, followed by a detailed literature review on the proposed ECS for WBAN. The review is conducted based on different aspects. The first aspect of the review is to examine the parameters that are considered during the research work by the researcher. The key parameters for the study or experiment are the type of WBANs, environment of the network, IEEE standard, and physical media. Firstly, the study can consider the network with one hop or two-hop extended star network. Secondly, the study can be conducted using standalone WBAN only or WBAN with a certain environment. Thirdly, the study may depend on the IEEE standard and the physical media i.e., frequency band.
The second aspect of the review is whether the research work considers different types of reliability and delay requirement for different data types (medical and non-medical data) or not. Another key review area is how the reliability of WBAN is measured and what type of data (random or real data) is used during the research work. The reliability of a network can be measured in various units, such as Bit Error Rate (BER), Packet Error Rate (PER), Packet Acceptance Rate (PAR), Received Signal Strength (RSS), throughput efficiency, Mean Absolute Error (MAE), and residual BER. We make two major contributions in this paper. First, we conducted an extensive review on available literature on ECS on WBAN. Second, we also put forward future research challenges and opportunities on design and implementation of ECS on WBAN.
The remainder of the paper is organized as follows. In Section 2, we outline the various types of ECS that are available in the literature that are used in communication systems. Section 3 summaries IEEE 802.15.6 standard for WBAN, which is followed by channel and network models in Section 4. In Section 5, we review papers on different aspects. Section 6 presents future research issues, including unsolved challenges in WBAN. Finally, we present concluding remarks of the paper in Section 7. All of the acronyms used in this paper are presented in Table A1 in the Appendix Section.
Error Correction Scheme (ECS)
In the literature, there are various types of ECS presented to support various types of reliability, delay constrained, and data rates in different types of communication systems. Here, we present a brief overview of various types of ECS used in the communication. There are several types of ECSs available to maintain and enhance the reliability and delay-constraints of a communication link. These ECSs were loosely grouped in to four categories. Figure 1 illustrates a broad classification of ECS for WBAN error correction context. 
Automatic Repeat Request (ARQ)
In automatic repeat request (ARQ) [8] , transmitter retransmits the packet if the receiver found errors. The error-detection at the receiver is usually performed by using error-detection techniques, such as parity checking and cyclic redundancy check (CRC). Until the receiver received the error-free packet, the retransmission process is continued. In this process, the transmitter applied the error-detecting code to the packet before transmission. Afterwards, the checksum is calculated at the receiver to find whether error has occurred or not. If the checksum is not equal to right value, the ARQ scheme send negative acknowledgement (NACK) to the transmitter while using the feedback channel and the transmitter resend packet. Otherwise, the receiver send positive acknowledge (ACK). In this scheme, the transmitter resends the packet if it does not received ACK packet within a pre-specified timeframe. The main downside of this scheme is the additional cost of retransmission. The retransmission is very common when channel quality is poor and rarely happens when the channel quality is good. ARQ scheme consist of error detection and re-transmission and it involves two bottom layers (Physical (PHY) layers and Media Access (MAC) Layer) of the Open Systems Interconnection (OSI) model.
Forward Error Correction (FEC)
Forward error correction (FEC) [9] or channel coding [10] is a classical approach that is used to enhance the performance of communication link. FEC is used in communication when retransmission is relatively very costly and delay sensitive. In FEC, Error-Correcting Codes (ECCs) add redundancy to the transmitted packet at the transmitter side that allows for the detection and correction of a certain amount of error at the receiver side. The error can be detected and corrected at the receiver. Hence, it eliminated the need of retransmission that is the key advantage of FEC. The introduction of FEC allows a system to operate at a significantly lower Signal to Noise Ratio (SNR) than an uncoded system to achieve a certain BER. The difference in SNR is called coding gain due to FEC and the coding gain depends on the type of ECC and the decoding algorithm and complexity. The complexity of algorithm determines the decoding power consumption. However, the lower requirement of transmission power at the transmitter comes with extra costs: energy consumption due to encoding at the transmitter, decoding at the receiver, and the transmission of extra bits introduced by FEC due to redundancy. Therefore, the use of FEC is only justified if extra power consumption introduced due to encoding, decoding, and transmission of extra bits is lower than the power saving due to the use of FEC in WBAN because of energy-constrained at the node.
There are different types of FEC available in the literature with varying complexity and performance. ECCs is classified into two types: block codes and convolutional codes [11] . The discussion of block codes here is limited to binary block codes from the binary Galois Field GF(2) and the concept can be generalized for the non-binary field. In block codes, the message to be transmitted is divided into smaller blocks of pre-defined length. Subsequently, these blocks are encoded into codewords using encoder. Commonly, a block code is represented by the triple (n, k, t), where n is the length of code word bits, k is the length of information bits in the code word, and t is the error correction capability in term of number of bits that can be corrected. Figure 2 illustrates information bits and parity bits in block codes. The code rate (R) of ECC is defined as Equation (1) [11] . Let E b /N 0 be defined as the ratio of energy per bit (E b ) to the spectral noise (N 0 ) and Es/N 0 is defined as the ratio of energy per symbol (E s ) to the spectral noise over the Additive White Gaussian Noise (AWGN) channel. Afterwards, the relationship between Es/N 0 and E b /N 0 [11, 12] , both expressed in dB, as in Equation (2).
where I is the number of information bits per symbol depends on the size of the modulation alphabet (M) and the code rate of an ECC. The number of information bits per symbol is the product of the code rate and the number of coded bits (M) per modulated symbol [11, 12] and is written as in Equation (3).
For binary modulation (i.e., M = 2), I is equal to R. Subsequently, Equation (2) only depends on the code rate of ECCs. The code rate for the uncoded system is equal to one i.e., R = 1 and the code rate for coded system is less than one i.e., R < 1. To make fair comparison between coded and uncoded system, it needs to consider energy consumption due to Radio Frequency (RF) transmission of extra bits in coded system, encoding and decoding cost during result comparison. The energy consumption due to encoding at the transmitter usually insignificant in many cases [13] . Consequently, the main factors that should be considered are the decoding cost at the receiver (which depends on the type of decoding algorithm) and the transmission of extra bits due to redundancy that is introduced by FEC. Therefore, the comparison result between the coded and uncoded system should consider power per decoded bit, as well as the decoding cost of decoding algorithm.
There are different types of binary block codes available in the literature. A binary block code is called linear if and only if the modulo-2 sum of the two codes produces a new codeword. Hamming codes [14] and extended Hamming codes are categorized into linear binary block codes. Low-Density Parity Check (LDPC) [15] and Repeat Accumulate (RA) [16] are also linear block codes and these codes are considered as the most powerful codes exist in current literature. Another special class of the linear block code is cyclic code where a circular shift of a code word results in a new codeword.
Bose-Chaudhuri-Hocquenghem (BCH) [17, 18] and Reed-Solomon (RS) [19] are categorized in to binary and non-binary cyclic codes, respectively.
Convolutional code is another category of FEC and it differs from block codes in many ways. First, the entire data stream isencoded into a single code word in convolutional code. Secondly, the encoder output n at any given time not only depends on k inputs but also L previous input blocks i.e., constraint length in an (n, k, L) convolution code. However, the code rate of convolutional code is defined the same as in block codes. There are various types of convolutional code and two common examples of convolutional codes are Parallel-Concatenated Convolutional Code (PCCC) [20] , turbo code [21] , and RA code [16] .
The encoding and decoding complexity depends on the type of code and the decoding algorithm used. The encoding complexity of block code is very complex with larger values of information bits when the code is not linear. The encoding complexity of block code significantly reduces with the use of linear block codes. The cyclic codes have special algebraic properties that make encoding easy and decoding implementation using components, such as exclusive-OR gates, switches, and shift registers. The implementation of encoder of convolution code is very simple and can be performed using shift registers. Normally, the encoding operation is much simpler than the decoding operation. Thus, the encoder consumes substantially less power than the decoder does and the power that is consumed by the encoder can be ignored during the system evaluation.
There are several types of decoding algorithms existing in literature and there is a tradeoff between coding gain and the complexity of decoding. The decoding algorithms can be categorized depending on different factors: codes, decoding operations, input from the channels, etc. The decoding of short block codes, such as Hamming codes, can be performed by various methods: (a) syndrome decoding [22] , (b) maximum likelihood (ML) decoding [23] either using decoding to the nearest code word or Viterbi algorithm [24] using trellis, and (c) maximum a posteriori (MAP) decoding with the BCJR algorithm [25] . A complex polynomial solver is to find error position during decoding of cyclic codes, such as BCH and RS codes. Viterbi decoding using trellis or MAP decoding or sequential decoding can be used for the decoding of convolutional codes.
Decoding algorithms can be categorized according to decoding operations into iterative decoding and non-iterative decoding. Syndrome decoding and ML decoding using the nearest code word for short block codes, algebraic decoding used in RS and BCH codes, and Viterbi decoding and sequential decoding for convolutional codes lie in non-iterative decoding category. MAP decoding with the BCJR algorithm that is used in Turbo codes and the sum-product algorithm (SPA) or belief propagation (BP) [26] that is used in LDPCs are categorized in to iterative decoding. The iterative decoding was further classified depending on the input to the decoding algorithms. If the decoder received the hard decision from the channel and the hard decision information used during the decoding iteration, then the decoder is referred to as hard-decision decoder. Whereas, if the decoder received the soft decision from the channel and the soft decision information used during the decoding iteration, then the decoder is referred to as soft-decision decoder. Soft decision decoder has better performance (i.e., coding gain) than the respective hard decision decoder. However, the soft decision decoder has higher complexity than the respective hard decision decoder. Binary message passing (BMP) decoding or Weighted Bit Flipping (WBF) is the hard decision version of SPA. The SPA also has lower complexity versions, called min-sum decoding [27] . The FEC scheme involves PHY layer of OSI model.
Hybrid Automatic Repeat Request (HARQ)
The performance of FEC is better during poor channel condition, whereas redundant bits that are introduced in FEC become an unwanted cost during good channel condition. The ARQ maintained reliable communication using retransmission that is very costly during poor channel due to frequent retransmission. However, the performance of ARQ is good during the good channel condition. Hybrid Automatic Repeat Request (HARQ) [28] scheme is developed by exploiting the advantages of both ARQ and FEC. In HARQ, the receiver tries to correct the detected errors and ask for retransmission request if error correction is not possible.
There are two types of HRAQ, called HARQ-I and HARQ-II. In the HARQ-I scheme, transmitter transmits coded packet and the coded packet retransmits if the receiver is unable to correct all errors during the decoding. HARQ-II is more complex than the HARQ-I. In HARQ-II scheme, the transmitter transmits coded packet with limited parity bits initially. If the receiver is unable to correct all errors, the transmitter transmits extra parity than the previously transmitted. Subsequently, the decoder attempts to decode by combining the previously received coded packet and extra parity bits at the receiver. This scheme is more bandwidth efficient than HARQ-I, but the HARQ-II scheme required storing a previously transmitted packet, but HARQ-I does not. As we discussed earlier, the HARQ scheme consists of both error detection and re-transmission, and thus involves both PHY and MAC layers of the OSI model.
Modulation
Another approach used in the literature other than pure error correction technique is adapting the modulation order according to channel condition. In this approach, the order of modulation is altered according to the quality of a communication link. When the quality of a communication channel is better i.e., better SNR, use higher order modulation, whereas the modulation order is decreased when the quality of communication link is poor to achieve the same BER [29] . Modulation scheme involves the PHY layer of the OSI model.
In the literature, we found that there are several types of ECSs that have been proposed to enhance communication reliability, delay constrained, and data rates in WBAN. In February 2012, IEEE 802.15.6 [30] is published as a standard for WBANs where ECS for WBAN is proposed.
IEEE 802.15.6 WBAN Standard
The IEEE 802.15.6 standard defines one MAC and supports three PHYs: NarrowBand (NB), human body communications (HBC), and Ultra-Wide Band (UWB) layers [30, 31] . Figure 3 illustrates the IEEE 802.15.6 standard MAC and the physical layers model. The choice of physical layer in WBAN depends on the application and its requirement. NB-PHY supports various frequency bands, and WBAN devices must be able to support transmission on at least one of those frequency bands. The details of transmission parameters for NB-PHY, including frequency band, modulation, symbol rate, and ECC found at [30] . HBC-PHY uses Electric Field Communication (EFC) technology and the band of operation centered at 21 MHz. Transmission at this layer was performed using digital circuits and electrode. That makes the receiver movement easy and reduces power consumption at the receiver. UWB-PHY is designed for high performance, low complexity, and low power consumption as compared with NB-PHY and HBC-PHY. This physical layer offers Impulse Radio UWB (IR-UWB) and wideband Frequency Modulation UWB (FM-UWB) technologies. In addition, UWB-PHY defines two modes of operations, called default mode and high QoS mode. The default mode used in medical and non-medical applications, where the particular QoS is not well-defined. The high QoS mode is used for high-priority medical data or network control management data. Table 1 illustrates the user priority for different types of data [30] . The standard have not been tailored to ensure the reliability for each user priority and the handling of multiple user priority. In IEEE 802.15.6, the BCH [17, 18] code is adopted as an ECC. In NB-PHY, BCH (63, 51) , and its shortened version BCH (31, 19) is used for payload and header, respectively. The modulation for narrowband PHY can be varied among Differential Binary Phase Shift Keying (DBPSK), Differential Quadrature Phase Shift Keying (DQPSK), Differential eight-Phase Shift Keying (D8PSK), and Gaussian Minimum Shift keying (GMSK) to support various data rate for payload and frequency bands.
In UW-PHY, BCH (63, 51) is adopted as a FEC for the default mode, whereas shortened BCH (126, 63) with the HARQ mechanism is adopted as ECSs for high QoS mode. Table 2 illustrates the summary of modulation, FEC, and use of HARQ in default and high QoS modes in UWB-PHY. For the detailed operation and features of MAC layer and all PHY layers refer to the standard [30] . The error correction on WBAN communication can be performed at either PHY or MAC or both layers. In WBAN, there are different types of nodes and those nodes may be inside, outside, or on the human body. Therefore, the different types of channel models are introduced to the model channel between nodes and networks to represent the overall WBAN. 
Channel and Network Models
In WBAN, there are three types of nodes: implant node (placed inside human body or below the skin surface), body surface node (on the skin surface or at most two centimeters away from the body surface), and external node (not in contact with human body i.e., between a few centimeters to up to five meters away from the body surface). Therefore, the communication between these nodes creates different types of communication links, such as communication through body, Line of Sight (LOS), and Non Line of Sight (NLOS) scenarios. The possible communication links for WBAN is shown in Figure 4 [32] and there are various types of channel model (CM) to present these communication links. The channel models CM 1 and CM 2 characterize the communication channel between implant-to-implant node and implant node to body surface or external node, respectively. CM 3 channel model characterizes the communication link between body surface node to body surface node, including LOS and NLOS scenarios. The CM 4 channel model describes the communication link between body surface node to external node, including LOS and NLOS scenarios. The possible scenarios with description, used frequency band, and channel model are listed in Table 3 [32] . The scenarios are determined by the types of nodes involved in the communicating link and whether or not there is LOS between the nodes. Afterwards, the scenarios are grouped into classes as CMs.
All nodes are in and around the human body with a maximum range of five meters and star topology is adapted as a network topology in WBAN [30] . In this topology, one of the communication node acts as a hub and the rest of the communication nodes are used as nodes. The hubs are responsible for medium access and power management. Figure 5 illustrates that one-hop star WBAN topology for single WBAN. In a one-hop star WBAN, frame exchanges occur only between nodes and the hub of the WBAN. In practical settings, there may be more than one WBAN that may cause interference to each other. One-hop star WBAN extended to two-hop extended star WBAN, except in the Medical Implant Communication Service (MICS) band i.e., 402-405 MHz, as illustrated in Figure 6 . In the extended two-hop extended network, the hub and node exchange frames optionally via a relay-capable node [30] . 
Review on ECS Methods on WBAN
The IEEE 802.15.6 standard allows for performing error correction on WBAN communication at the bottom two layers of OSI. After reviewing several error correction approaches that are offered in WBAN in the literature, it is found that the classification of ECS is based on error correction techniques: FEC, HARQ, including HARQ-I and HARQ-II, and modulation order. ECS methods that are introduced in the literature are classified based on use of OSI layer that is displayed on Table 4 . Table 4 . ECS classification based on Open Systems Interconnection (OSI) layers.
OSI Layer ECS Methods

PHY FEC and modulation
Cross layer: ARQ, HARQ, FEC/ARQ/HARQ combined with access control mechanism MAC FEC applied to MAC
Forward Error Correction (FEC)
As per the WBAN standard, error correction on WBAN communication is performed at bottom two layers of OSI. From the literature review, we also observed that FEC could be applied to the bottom two layers: PHY or MAC. In [33] [34] [35] [36] , FEC is applied on PHY layer only, whereas in [37] the same is applied at the MAC layer only.
In [38] , the authors presented the experimental result of measured RSS around a human body, keeping two antennas attached to the body at 444.5 MHz and 2.45 GHz in an anechoic chamber i.e., with very limited interference. Subsequently, the measured RSS value is used to calculate BER and PER using Aglient' Advanced Design System (ADS) Ptolemy solution. In [33, 34] , the authors extended their work of [38] and presented the measured RSS result around a human body keeping two antennas attached to the body at 444.5 MHz [33] and 2.45 GHz [33, 34] . Next, the measured RSS value in the office room used for fading duration, and consequently the packer erasure ratio corresponding to various data rate for both frequency bands when considering various receiver's sensitivity threshold values [33] . Following, the paper introduced the Luby Transform (LT) code as rateless code as an erasure correction code and presented a theoretical analysis of retransmission probability for various data rates and packet sizes under an erasure channel. The packer erasure ration that was calculated from the measured RSS measurement value around human body and the design criteria that were developed for the rateless code are isolated work. The result presented is a standalone performance of the rateless code without considering real WBAN setting.
In [34] , the measured RSS values used to calculate PER versus various data rate. Subsequently, the authors proposed LT codes as an error mitigation technique to achieve high reliability in WBAN during the shadowing effect. The paper also presented theoretical throughput of LT and RS codes versus the number of transmitting packets. The authors claim that LT code outperforms the RS code in WBAN when the probability error rate of the channel is high due to the shadowing effect. However, RS codes perform better than LT codes in other conditions. The PER calculation from the measured RSS measurement value around the human body and the throughput performance result of the two codes are isolated work. The presented throughput results of those codes is a standalone performance of these codes without considering the real WBAN setting.
In [35] , the authors proposed an adaptive ECC to select ECC according to channel conditions and different type of transmission data, including medical and non-medical data. The requirement of different QoS for the different types of transmission data is considered. The authors proposed convolutional code (2, 1) for AWGN channel and concatenated RS (63, 51)-convolutional code (2, 1) codes for Rician and Rayleigh channels for medical data to meet the desired QoS, respectively. Whereas, the RS (63, 51) code for the AWGN channel and concatenated convolutional code (2, 1) codes for Rician and Rayleigh channels are proposed for non-medical data to meet the desired QoS. For medical data, the paper recommended using the convolutional code (2,1) against RS (63,51) code in the AWGN channel, despite that both codes are achieving the required QoS and RS (63,51) having a higher coding rate, but the same reason is given for code selection in other scenarios. Hence, their method of code selection is not consistent. The paper proposed channel estimation using a pilot signal, but it does not provide details, including its impact on WBAN setting.
The BER results of the BCH code and that of the proposed codes over different channels are standalone performances of those codes without considering the WBAN setting. The paper did not outline what type of decoding algorithms is used during the BER performance of convolutional code. As we discussed in Section 2.2, the performance changes significantly when decoding algorithm changes from hard-decision to soft-decision during decoding. The code rate of the proposed code is significantly lower when compared with the standard BCH code. The performance of ECC improved when the code rate is reduced. The code rate of 0.5 is convolutional code (2,1) for AWGN channel and the code rate is 0.4 for concatenated RS (63,51)-convolutional code (2,1) codes for Rician and Rayleigh channels for medical data to meet the desired QoS, which is significantly lower than the code rate of 0.8 for the BCH code. In general, the error control capability of the ECC is enhanced when the code rate is lower for any code. Therefore, to make fair comparison, the paper should have a presented BCH code with a similar rate. Therefore, the result is not a fair comparison when comparing the performance of code with different rates in the same setting.
In [36] , the authors simulate the performance evaluation LT codes in WBAN and compared the result with BCH codes with a comparable rate. The author claimed that the BCH code outperformed LT codes for a higher code rate, but the LT code outperformed the BCH code for lower code rate in several WBAN settings. The claim was developed from BER simulation results that considered SNR values from 0 to 40 dB. However, this is very unrealistic when WBAN is energy-constrained. Second, the BER simulation result of the coded (various rates) and uncoded system presented against SNR, which is not a fair comparison, as we explained in Section 2.2. The paper also presented PAR for both codes against hop distance ranging from 10 to 40 cm only. The range of hoping distance is very low when compared with the average size of the human body. However, the PAR reached almost zero when the hoping distance reached the upper value of hoping distance for all codes. The result indicated that the proposed code could provide a PAR of more than 0.9 in WBAN communication only around 10 cm hoping distance that is not suitable for average human body size.
In [37] , the authors conducted an initial investigation on the application of RS code on MAC layer data using real data of MIT-BIH arrhythmia databases. However, most of the paper content is a review of the IEEE 802.15.6 standard. The BER performance of shortened RS codes with varying code rate from 0.74 to 0.98 over the AWGN channel and fading channel is presented. However, the type of fading is not specified. The presented result and conclusion that are drawn in the paper are very generically related with coding principles but are not specific to the WBAN setting.
In [39] , the authors presented the Raptor code as an ECC for WBAN and compared its performance (in term of energy consumption versus distance) with BCH. The paper claimed that the energy efficiency of the proposed code is better than BCH for different types of fading channels, including Nakagami, Rayleigh, and Rician, when the distance between nodes is higher than 10 m. However, WBAN is network around a human body and the range of the distance between nodes in the network is limited to less than five meters in practical settings. In [40] , the authors extended their work [39] , where the result is compared with two more techniques: LT code and ARQ. These presented results are standalone performance without considering the WBAN setting.
The authors introduced a static XOR (logical operation) based architecture with three relays selection for WBANs in [41] . The BER results that are presented in [41] are against SNR instead of E b /N 0 . Hence, the results do not take the code rate in to consideration i.e., do not consider the overhead that is caused by ECS. The decoding algorithm is performed by the BP algorithm, the cost that is associated with BP decoding is not presented, and how this decoding algorithm is suitable for energy-constrained WBAN scenarios is not clear. Furthermore, it is also not clear what type of networks are considered during the simulation.
The paper proposed a low complexity version of bit flipping algorithm, called modified implementation efficient reliability ration WBF for LDPC code for implant to implant communication channel in WBAN [42] . The authors presented a decoding process in the proposed algorithm. Subsequently, the performance of the proposed decoder is compared with various versions of LDPC decoders, including the min-sum, WBF, and various versions of WBF in terms of BER and the required number of iterations required to converge against E b /N 0 . The performance of the proposed code is better than other versions of WBF decoding algorithms in both factors. Additionally, the paper presented required the decoding time against E b /N 0 for different rates LDPC codes with several version of WBF, min-sum, and the proposed algorithm. The decoding time for the proposed code lays medium in range when compared with others. The work that is presented in [42] is limited to implant to implant node communication channel only and there is only comparison with different versions of LDPC decoders. However, there is a lack comparison with other types of codes that has similar complexity and is considered for WBAN.
The authors introduce a framework to connect two WBANs using UMTS in [43] that supports various rates according to QoS requirements. The authors combined convolutional code in WBAN with UMTS codes of cellular in the proposed framework. In the proposed framework, the medical data uses the adaptive convolutional code and UMTS code, whereas non-medical data only use the UMTS code. The proposed code rates for convolutional code are half, one-third, and a quarter for higher QoS, medium QoS, and lower QoS medical data, respectively. The soft-decision decoder Viterbi algorithm is used in the decoding operation in the proposed system. However, the complexity that is introduced by the use of soft-decision decoder is not analyzed. The theoretical upper bound bit error probability for up and downlink channels when considering AWGN and Rayleigh channels are presented without comparing with other results. The result is a standalone result without taking any consideration of other WBAN and interferences.
A summary of FECs based ECS is presented on Table 5 . From the literature review, we observed that all of the proposed ECS were considering only a single WBAN without considering interference from other WBAN that is not realistic or practical setting. More research has to be conducted when considering multiple WBANs or considering the interference from other existing WBANs. 
HARQ
As we discussed in Introduction, WBAN standard permits perform error correction using FEC or HARQ, depending on type of PHY layers. In UWB, error correction can used both techniques, depending upon the mode of communications (refer to Table 2 ). From the literature review, it is observed that the researchers have applied both HARQ-I and HARQ-II error correction techniques in WBAN communications. In both of these approaches, bottom two layers of OSI are involved.
HARQ-I
In [46] , the authors proposed adaptive HARQ-I for the wireless control of medical equipment to get high reliability communications between controller and sensors node. In the proposed technique, HARQ-I combines convolutional code with ARQ. The paper assumed that the wireless control system works as a rotated inverted pendulum. In the proposed system, the code rate adaption (three possible rates) of the convolutional code is performed using puncturing according to the importance of quantity of state of the control system according. The control quality is improved by the method of limitation of retransmission. The paper presented the comparison result of MAE and the rate of increase of frequency band versus SNR over AWGN channel for HARQ-I and showed the proposed adaptive HARQ-I. The proposed system performs slightly better than HARQ-I. The presented results of the proposed method are standalone performance without considering the WBAN setting. Table 6 shows the summary of HARQ-I based ECS. In [47] , the authors introduced the error control strategy for WBAN, while ultrasonic waves were used as a communication medium. The paper considers three types of strategies: ARQ only, HARQ-I (called A&F that combines ARQ with fixed maximum retransmission and BCH), and adaptive HARQ-I (called UECS that combines ARQ with adaptive retransmission and BCH). This work presented the energy consumption and delivery ratio of ARQ only, A&F, and UECS against SNR. Consequently, the results do not take the code rate of the adaptive coding into consideration i.e., do not consider the overhead that is caused by ECS. Therefore, the comparison that is made in [47] is not fair and reasonable. Additionally, the authors did not consider energy consumption due to encoding and decoding that is the key drawbacks of this paper. Furthermore, the adaption is performed using SNR estimation and the cost that is associated with channel estimation is not considered during energy consumption estimation. The presented results are standalone results without considering the practical WBAN setting.
HARQ-II
We present a review of HARQ-II based ECS in Table 7 . In [48] , the authors introduced adaptive HARQ-II for WBAN based on UWB-PHY. Figure 7 illustrates the concept that is presented in paper [48] . The paper considered the different types (medical and non-medical data) with different QoS requirements data transmission. The coding, modulation, and demodulation scheme is the same for both types of data transmission. The reliability of medical data is enhanced by the use of selective ARQ and by transmitting the parity bits and data bits alternatively during retransmission when NACK was received from the receiver. However, ARQ is not applied to non-medical data transmission. The author claimed that the proposed scheme is suitable for the IEEE 802.15.6 CM3 (on-body to on-body devices) scenario and the same is considered during the simulation. However, CM3 incurs different types of channels (refer to Table 3 ), such as LOS and NLOS. The paper did not outline what type of specific channel has been used during the simulation.
In [48] , BCH (63, 51) is used as ECC and binary pulse position modulation (2PPM) as modulation in HARQ-II. In the MAC layer, the paper considers medium access control methods of slotted ALOHA and polling during the simulation. The performance of the proposed system measured in terms of the probability of accepting error frame rate and buffer usages versus SNR. The result indicated that the use of polling improves the performance during the presence of multiple users when compared with slotted ALOHA. However, the simulation result of throughput efficiency versus maximum number of transmission showed that the use of slotted ALOHA perform better than polling in the high SNR region. The presented results of the proposed method are standalone performance without considering WBAN network settings. In [50, 56] , the authors proposed the combination of decomposable codes (based on convolutional code in [50] and Reed-Muller codes in [49] ) and Weldon's ARQ to adjust the balance between error correcting capability and the number of retransmission according to required QoS, depending on data types. The concept of ECS that is used in these papers is HARQ-II that is similar to [48] . However, these papers uses the Reed-Muller code [49] and convolutional code [50] instead of BCH code, Weldon' ARQ instead of selective ARQ, and only considers medical data with different user priority levels. In [50] , the paper outlines the process of multiplexing of various data types i.e., data with different user priority, as illustrated in Figure 8 . In both papers, the operation of Weldon's ARQ and respective decomposable ECCs are shown. In [50] , the comparison results is presented in terms of residual BER and throughput performance versus E b /N 0 over AWGN channel for the proposed and conventional method i.e., use of selective-repeat ARQ. The paper claimed that the proposed scheme is having better performance than the conventional method. The code rate is adaptive in the order of 7/8, 5/6, 3 ⁄4, 1 ⁄2. In [49] , the results are presented in terms of residual BER and throughput performance versus E b /N 0 for the proposed scheme. However, no comparison with any other results is presented. The paper [49] claimed that IEEE 802.15.6 CM3 is used during the simulation, but CM3 covers different types of channels (refer to Table 3 ), such as LOS and NLOS. The paper did not outline what type of specific channel has been used during the simulation. The residual BER and throughput performance versus E b /N 0 for the proposed scheme, but with no comparison with any other result is presented. The adaptive code rate of convolutional code [50] and Reed-Muller code [49] are considered during the simulation, but how E b /N 0 is evaluated during the simulation is not clear in both papers. Furthermore, the papers did not outline the types of decoding algorithm used in during the channel decoding that is also key factor for energy-constrained node in WBAN. The concepts introduced at [50] are extended in [51, 52] when considering interference from the multiple WBAN environment. Two cases are considered in multiple WBAN environment: average and worst case. In average case, interfering WBANs are uniformly distributed within three meters from the objective WBAN, whereas interfering WBANs are closely placed to the objective WBAN in the worst case. In this paper, the compared results are presented in terms of residual BER and throughput performance versus Es/N 0 for the proposed and conventional methods i.e., IEEE 802.15.6 approach. In the proposed scheme, both types of data (user priority 5 and 6) is using the convolutional code with HARQ-II and code rate varying from 8/9 to 1/6, but with a different number of maximum retransmission according to user priority of data. In the standard approach, data with user priority 5 using BCH (63,51) with code rate 0.8, but data with high priority uses BCH (126,63) with a HARQ-II i.e., code rate of 0.5 and lower. The results (residual BER and throughput) are presented in [51, 56] is against Es/N 0 instead of E b /N 0 . Consequently, the results do not take the code rate in to consideration i.e., do not consider the overhead caused by ECS. However, the same authors presented the results (residual BER and throughput) against E b /N 0 in [50, 56] in similar settings. Therefore, the comparison made in [51, 56] is not fair and not reasonable, as we discussed in Section 2.2. In addition, the simulation settings in the paper indicated that the channel model are considered as CM3 and CM4, the detailed discussion of how those channel models are adjusted in the simulation is not presented. Furthermore, the proposed scheme uses soft-decision Viterbi decoding that has a significantly higher decoding cost when compared with standard BCH decoding. However, the cost associated with the decoding complexity is not considered during the result presentation and discussion.
The work presented in [52] is similar to [50] , with slight variations and some additional work. The additional work performed in [52] is an energy efficiency evaluation of the proposed ECS that is based on [57] . The energy efficiency as a function of Es/N 0 is presented for the proposed ECS and standard approach for data with different priorities (user priority 5 and 6). However, the energy efficiency evaluation of the standard approach i.e., IEEE 802.15.6 approach is presented without proper evaluation in the paper. The energy efficiency is presented as a function of Es/N 0 that do not consider the overhead that is caused by the code rate of ECS. The simulation setting for the average case in [51, 56] and [52] is almost the same, but the residual BER of data with higher user priority has 2 dB coding gap between results in [51, 56] and [52] . However, the paper did not discuss discrepancy in the result, even if the main author of both papers is same. In [52] , the paper presented residual BER and energy efficiency versus allowed delay for different values of Es/N 0 . The author concluded that the residual BER of the proposed scheme was improved for poor channel condition that is very predictable as the proposed scheme is using the complex decoding algorithm as well as lower code rate ECC when compared to the standard approach. In addition, residual BER and energy efficiency [52] are presented versus Es/N 0 and the discussion also only refers to Es/N 0 instead of E b /N 0 that do not incorporate overhead that is caused by ECS. Therefore, the presented result is not a fair comparison.
The concepts that are introduced at [50] are also extended in [53] when considering multihop WBAN (refer to Figure 6 ). The concept of Weldon's ARQ operation is extended to two hops WBAN setting. The performance of the proposed scheme is compared with standard scheme (IEEE 802.15.6 approach) in terms of PER, energy information, and average number of transmission versus Es/N 0 while considering the DBPSK and DQPSK modulation scheme. The paper claimed that the proposed scheme has better performance than the standard approach. However, the paper uses binary and higher order modulations as well as various code rates, but the results are presented against Es/N 0 instead of E b /N 0 . Referring to Equations (2) and (3), the results do not reflect the code rate and higher order modulation when they are presented against Es/N 0 . Therefore, the presented results do not consider code rate and higher order modulation during the result presentation. In addition, result is not considering the decoding complexity of soft decision Viterbi decoding during the result and discussion.
In [54] , the authors extend their previous work [50] when considering two types of access mechanism (random and schedule) in the MAC layer. The probability of successful transmission on PHY, MAC, and cross-layer (considering PHY and MAC) is derived mathematically. In the paper, the compared results are presented in terms of average number of transmissions and probability of unsuccessful transmission versus Es/N 0 for the proposed and standard method i.e., IEEE 802.15.6 approach. The paper claimed that the proposed scheme has better performance than the standard approach. However, the result does not take code rate into account, as the result is presented against Es/N 0 instead of E b /N 0 . Additionally, complex decoding algorithms are used in the proposed system without considering the decoding cost. Therefore, the claim of better performance is not fair and straightforward as mentioned in the paper.
In [55] , the authors extend their work [50, 56] in two aspects. Previous works are only based on simulation under AWGN channel. In [55] , the authors presented a theoretical analysis based on bit error probability and event error probability of the proposed schemes in [50, 56] under AWGN and Rayleigh fading channels. The theoretical results indicated that both error probabilities for both channels as a function of code rate and E b /N 0 that is exactly we discussed in Equations (2) and (3) . However, the simulation results of bit error probability and throughput is presented against Es/N 0 that is against their theoretical findings where error probabilities for both channels are presented as a function of E b /N 0 . Secondly, the decomposable code used in previous work is slightly modified to perform theoretical analysis. The concern of using Es/N 0 instead of E b /N 0 in the simulation result is raised again and the use of complex decoder without considering the decoding cost in [51, 56] also applies in this paper. Therefore, the simulation result that is presented in [55] did not consider the code rate and decoding complexity, while comparing the results with the IEEE 802.15.6 approach.
Modulation
Researchers used the modulation technique of different orders as the error correction procedure. In this technique, the adaption of different order of modulation according to channel condition is used as an ECS. In [58, 59] , the authors introduced the link adaption technique in WBAN while considering the IEEE 802.15.4 standard to reduce packet loss where CSMA/CA in MAC and different modulation schemes in physical layer are combined. The link adaptation technique does not use any ECC and the WBAN considered in these papers is one-hop star topology. The link adaptation technique requires channel estimation at each node in the WBAN. The channel estimation in terms of SNR is performed while using received beacon power and signal to interference ratio (SIR) is evaluated while using failure probability during packet transmission. The link adaptation i.e., selection of modulation scheme (from node to coordinator) is performed using SNR only in [60] and using SNR and SIR both in [58] . The data rate adapted according to SNR only in [60] and SNR and SIR both in [58] . The important concern is the issue of channel estimation in terms of SNR and SIR in WBAN nodes. The papers discussed how to perform channel estimation at the node, but the cost that is associated with channel estimation at the computationally and energy-constrained node is not considered during the study.
We present a summary of FECs that are based on modulation in Table 8 . From the literature review, we found that modulation order update is happening according to link conditions. The estimation of link condition and SIR requires a good channel estimation technique that is an energetically and computationally complex process. However, there is a lack of research on how much cost is associated with estimation and how it affects the overall cost. We observed from the literature review that the researchers utilize standard techniques of error corrections to enhance reliability without considering the constraints that are faced in WBAN. Some researchers used ECS with complex decoder instead of ECS with a simple decoder. However, the decoding cost that is introduced by the complex decoder is not taken into consideration during the result. Another case to consider is that the researcher uses lower rate ECC, Which enhanced the reliability when compared with higher rate ECC, but it does not consider the code rate during the result and discussion.
In WBAN, the communications scenarios are different significantly from other communications systems in many factors. Firstly, there are different types of nodes (implant node, body surface node, and external node) and computational and energy constraints that are faced by these nodes are different, but those constraints are not exploited on the proposed ECS in the literature. In addition, there are a variety of channels types and scenarios (refer to Table 3 ) that exist in WBAN. In the following section, we discuss the research challenges and opportunities on ECS design for WBAN. The ECS for WBAN should consider computational complexity and energy constraints of nodes, different types of possible channels of WBAN, and different types of QoS requirements.
Future Research Challenges and Opportunities
In our view, the ECS should be dynamic, so that it should able to handle a variety of computational complexity, energy-constrained nature of nodes, and different types of communication channels exist in WBAN. The future ECS should exploit those node constraints and the possible communication channels during ECS design and implementation. There are three types of nodes (refer to Figure 4 ) and computational complexity and energy-constraints of node depends on the type of node. Implant nodes are battery operated, and thus there are strict computational limitations and energy-constrained requirements at implant nodes. However, body surface (wearable devices) and external (mobile or medical devices) nodes are using a rechargeable battery or power supplied at these nodes. Therefore, there is a fewer computational and energy-constraints requirement at these nodes when compared to implant nodes. However, the literature review in Section 5 indicates that previous works were lacking in using these factors during the design of ECS. Therefore, the ECS design and implementation for WBAN should consider those computational and energy-constrained at nodes during the design.
The suitability of ECS for any communication system depends on the type of communication channel that exist on the communication system. In WBAN, several types of communication channels exist and variation of path loss varies significantly [32, 61] . Therefore, a dynamic ECS should be considered for WBAN to support a variety of channels and nodes that exist in WBAN. The dynamic ECS should able to use multiple ECS techniques in WBAN to handle varieties of QoS requirements, latency requirements, and several type of nodes and channels. Error correction codes and techniques should vary according to scenarios and channel models (refer to Table 3 ).
In our view, the following research areas needs to be explored to design efficient ECS design for WBAN:
•
To support variety of nodes, channels, and QoS requirements in WBAN, are dynamic ECS design and implementation based on the software-defined radio suitable for WBAN as introduced for wireless sensor network in [62] [63] [64] [65] One of the greatest challenges in ECS design on WBAN is to verify the design and expected outcome. Therefore, the creation of simulation settings or tools that resembles the real human bodies is another challenge and would be another research area to explore.
Conclusions
In this paper, we presented a brief review of the different types ECS available in literature that are used in the communication system in the context of WBAN. A summary of the IEEE standard, channel, and network models for WBAN is also presented, which is vital for ECS design for WBAN. Subsequently, we conducted an extensive review of different types of ECS proposed in the literature for WBAN. The review has been conducted by looking into various aspects, for instance, the types of ECS used, types of WBAN, data types considered, and types of channels considered.
Finally, we offered future research challenges and opportunities that exist for ECS design for WBAN. We anticipated that the forthcoming ECS for WBAN should be dynamic and involved multiple ECS techniques in WBAN to handle varieties of QoS requirements, latency requirements, and several type of nodes and channels. 
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